SUDHAKARARAO SAJJA

Application Architect | DevOps & Cloud Platform Engineering | AWS - GCP - Azure -

Kubernetes
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Work Authorization: Valid Canadian Employer-Specific Work Permit (Tech Mahindra). Fully eligible for employer-sponsored work
permit transfer.

Professional Summary

Application Architect and Senior DevOps Engineer with 13+ years of experience designing and operating enterprise-scale
cloud-native platforms across AWS, GCP, and Azure. | specialize in cloud architecture, Kubernetes orchestration, ClI/CD
automation, and zero-trust security design for enterprise workloads.

| have led migrations of 50+ legacy applications to GCP Cloud Run, built production-grade GKE clusters, standardized
Terraform modules across 200+ resources, and delivered 40—-60% improvements in deployment speed, reliability, and
cloud cost efficiency. Experienced in Al/ML infrastructure using Vertex Al, observability platform design, and identity-
focused security architecture including IAM, OAuth 2.0, OIDC, and secrets management.

Currently based in Mississauga, Ontario on a valid Canadian work permit — fully eligible for employer-sponsored work
permit transfer. Open to Application Architect, DevOps, SRE, and Platform Engineering roles across Canada.

Technical Skills

Cloud: AWS (EC2, S3, CloudWatch), GCP (GKE, Cloud Run, Vertex Al), Azure (AKS)

Containers: Docker, Kubernetes (HA clusters, autoscaling)

l1aC: Terraform (modules, multi-account), Ansible

Cl/CD: GitHub Actions, Cloud Build, Jenkins

Identity & Security: IAM (custom roles), OAuth 2.0, OIDC, SAML 2.0, Zero-Trust Architecture, WAF, Cloud Armor, VPC
Service Controls, Secrets Management (Vault/GCP), mTLS

Observability: Prometheus, Grafana, ELK, Cloud Monitoring

Programming: Python, Bash, SQL

Experience
Tech Mahindra | Toronto, Canada Jun 2021 - Present
Application Architect | Toronto, Canada July 2024 - Present

= Defined end-to-end cloud architecture standards and governance frameworks across multi-cloud environments
(AWS, GCP), establishing scalability patterns, deployment blueprints, and security baselines adopted across
delivery teams.

= Architected identity and access management strategy including IAM custom roles, service account governance,
and zero-trust network policies — reducing privilege escalation risks and misconfigurations by 50%.

= Designed secure GCP infrastructure for GenAl workloads using Vertex Al and Cloud Run, enabling scalable Al/ML
platform delivery.

= Contributed to infrastructure planning and deployment patterns for Al/ML and Generative Al workloads,
focusing on scalability, security, and cost efficiency.

= Reduced GCP compute and storage costs by 25% through rightsizing, autoscaling, and Cloud Run migration
strategies.

= Automated enterprise patching and deployment workflows for clients including Verizon, reducing manual
operational effort by 50% and ensuring compliance with security policies.

= Advised development and QA teams on cloud-native architecture and deployment strategies, improving
platform adoption and cost efficiency.
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Tech Lead | Hyderabad, India Apr 2024 - Jul 2024
= Led cross-functional DevOps team in delivering cloud infrastructure migrations and CI/CD pipeline
standardization across AWS and GCP environments.
= Mentored senior and junior engineers on Terraform and Kubernetes best practices, improving delivery
consistency and reducing environment provisioning time.
Senior DevOps Engineer | Toronto, Canada Aug 2022 - Apr 2024
= Architected and executed migration of 50+ legacy monoliths to GCP Cloud Run, eliminating server management
overhead and enabling 40% faster feature delivery.
= Standardized 200+ cloud resources across AWS and GCP using reusable Terraform modules — accelerating
environment provisioning by 60% and improving governance consistency.
= Built and maintained CI/CD pipelines using GitHub Actions and Cloud Build for hybrid AWS/GCP workloads,
reducing release cycles by 40% and improving deployment reliability.
= Implemented cloud security architecture including WAF, Cloud Armor, and VPC Service Controls — reducing
security incidents and misconfigurations by 50%.
= Established centralized observability across Prometheus, Grafana, ELK, and Cloud Monitoring — improving
incident detection and MTTR by 35%.
Tech Lead | Hyderabad, India Jun 2021 - Aug 2022
= Designed and operated production-grade GKE platforms using Terraform, supporting multi-environment
deployments with autoscaling and high availability.
= Led DevOps delivery for enterprise clients including Verizon, automating patching and deployment workflows —
reducing manual operational effort by 50%.

Digital Onus | Hyderabad, India Jan 2020 - Jun 2021
DevOps Engineer
= Built and deployed containerized microservices using Python, Flask, and FastAPI, supporting SQL-backed REST
APIs for enterprise clients including EY, QVC Japan, Temenos, and PMI.
= Designed and implemented Jenkins and Cloud Build pipelines with parallel testing stages, reducing end-to-end
release time from approximately 4 hours to less than 1 hour.
= Developed Infrastructure as Code proof-of-concepts on AKS and GKE, supporting early cloud adoption and
containerization of legacy services.
=  Automated cross-cloud data synchronization between AWS S3 and Google Cloud Storage using Python,
reducing data transfer latency by 20%.

Mobilelron | Hyderabad, India Aug 2017 - Jan 2020
Software Development Engineer in Test (SDET)
= Validated enterprise ldentity and Access Management platforms including mobile threat defense, zero sign-on
(2S0), and device management — directly testing authentication flows across OAuth, SAML, and certificate-
based identity systems for global enterprise clients.
= Deployed Kong APl Gateway on Kubernetes for integration testing of identity and access control APls, validating
token issuance, session management, and policy enforcement.
=  Built Docker and Kubernetes-based test environments simulating zero-trust network access scenarios across on-
premises and cloud infrastructure.

Broadcom — (via Millennium Technosoft) | Hyderabad, India Jun 2013 - Aug 2017
Software Engineer Il

= Validated enterprise network protocols — routing, switching, multicast, and security — on Broadcom silicon
including Tomahawk and Dune chipset families used in data centre and service-provider switching platforms.

= Developed Python and shell-based automation frameworks for chipset-level network protocol and system
testing.

=  Worked with SDN technologies (NETCONF, RESTCONF, and OpenFlow) and configuration management tools
(Chef, Puppet).



Certifications

GCP Generative Al Leader (2026)

GCP Professional Architect (2025)

AWS Certified Solutions Architect — Associate (2025)
GCP Associate Cloud Engineer (2025)

Education

Bachelor of Technology in Computer Science | Apr 2007 — Apr 2011
Jawaharlal Nehru Technological University — Kakinada, India



